Predicting Network Traffic Using TCP Anomalies
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Abstract

Accurately predicting network traffic volume Is
beneficial for congestion control, improving rout-
ing, allocating network resources and network op-
timization. Traffic congestion happens when a net-
work device Is receiving more data packets than
its processing capability. The number of retrans-
missions per flow, packet duplication and synthetic
reordering can seriously degrade the overall TCP
performance. An unsupervised/supervised tech-
nigue to accurately identify TCP anomalies occur-
ring during file transfers based on passive mea-
surements of TCP traffic collected using Tstat is
proposed. This method will be validated on data
collected in a controlled setting and extended on
large datasets. The preliminary results indicate
that the percentage of TCP anomalies can accu-
rately predict the average throughput in the next
given time window.

Methods

The system computes the percentage of the nor-
mal class to check whether it models the average
throughput. All the steps of this approach are high-
lighted in Fig. 1.

= K-means clustering to get |labels for all the
flows

= Naive Bayes to build a classification model

= Forests of randomized trees for feature
ranking
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Figure 1: Proposed machine learning guided methodology
for identifying and categorizing anomalous flows.
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Figure 2: t-SNE 2-dimensional visual representation of the
network traffic flows collected during one day.

T-SNE is a dimensionality reduction and visual-
ization method that works well for non-linear
datasets. Fig. 2 shows a clear delimitation between
the two classes of network traffic flows computed
by k-means.
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Datasets and Experiments

For this project we used Tstat data containing 104 features and almost 2 million flows, collected from four
data transfer nodes, during one calendar month, from May 2/, 201/ until June 28, 201/. The flows are
first ordered by the time of the first packet sent in each transfer and then the data is divided in 1-hour time

Intervals.

When comparing the percentage of flows in cluster 1 with the average throughput for each 1-hour time
window, we see that the two time series overlap and therefore are highly correlated. Figure 3 shows this

overlap for data that spans over 4 days.
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Figure 3: Throughput and percentage of normal flows over 100, 1-hour time-windows.

Model Evaluation

The root-mean-square error (RMSE) and the
Kolmogorov-Smirnov test (KS) results for four
data nodes presented in Table 1 show strong the
correlation between throughput and the per-
centage of TCP anomalies.

Table 1: Model Evaluation

Node Number of Flows RMSE KS
5 363,487/ 0.09/901/0.129482
6 506,511 0.164298 0.382051
/ 480,738 0.0992880.203846
8 451,811 0.115041 0.119230
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Figure 4: Throughput cumulative distribution function plot
for the two clusters
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Figure 5: MSS cumulative distribution function plot for the
two clusters

Results

-igure 4 shows that cluster 2 Is characterized by
ow performance in terms of throughput, and it
orobably represents flows with possible perfor-
mance Issues.

Feature ranking is completed using a nonlinear di-
mensionality reduction method based on an en-
semble of randomized decision trees. These
extra-trees are built on various subsamples of the
dataset.In figure 5, cluster 1 shows a completely
different distribution of thes mss maxvalues. The
flows In cluster 1, are characterized by generally
low values of s_ mss_max. On the contrary, the
flows of cluster 2 are associated with a large range
of values for the same feature.

Conclusion

To identify possible problems and low throughput
a method using clustering combined with classifi-
cation algorithms to analyze Tstat logs has been
proposed. This prototype uses online learning to
handle streaming data. Therefore, the classifica-
tion model only needs to be updated and not re-
built from the ground up. This new method to de-
tect network data transfer performance behavior
can accurately and consistently cluster normal and
anomalous network transfers and detect abnor-
mally low throughput.
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